Specification for RFID Air Interface

EPCglobal ®

EPC™ Radio-Frequency ldentity Protocols
Class-1 Generation-2 UHF RFID
Conformance Requirements
Version 1.0.2

Copyright notice
© 2004, EPCglobal Inc.

Unauthorized reproduction, modification and/or use of this Conformance Requirements document is prohibited.
Any reproduction, modification and/or use of this document is subject to the licensing obligations of the
EPCglobal Intellectual Property Policy and enforcement of the terms thereof.

Requests for permission to reproduce should be addressed to epcglobal@epcglobalinc.org.

Violators may be prosecuted.

© 2004, EPCglobal Inc. Page 1 of 40 1 February 2005




Contents

FOREWIORD .......coiiiiictieiisssrersssssresssssssesssssssessasasssssasasssesasssnsesasssnsesasssnsesesssnnenassssnensssssnensssssnsssssanenssssnnenssssnnenssssnnnnns 3
L I 30 1010 0 0 ] 4
- 00 ] o 5
B 00 1\ 0 1 Y 0 5
2.1 CLAIMING CONFORMANGCE ......uttttteitteetesaseeeeesasseeeasasseeesasseeesaassaeasaassseaeaassseeesassseeesanssesesansseeesanssenesssnsenessnnsens 5
2.2  GENERAL CONFORMANCE REQUIREMENTS .....eciutttittteiuteeateeensreesseeessseesaseesasseesseeessseesaneeaasseesaneesanneesaneeennneees 5
2.2.1 1] T reTo F= 1 (o] = PO PP PP PR 5
A - o - S PRSPPI 5

2.3 COMMAND STRUCTURE AND EXTENSIBILITY ..eieiuuutieiautteeesauereeesasseeesasseeesasssseasaassseesanssssessanssesessnssesesassseeessnssees 6
2.31 Y E=TaTe F=1do] YA oTo] 0 01 0 =T g o <SPPSR 6

PR I © [ o] (o] g F= 1 I et ] 0 411 0 F=1 o To £SO PPUPPPPPPRPRN 6
233 Proprietary COMMEANGAS ......oooi ittt e e e e e e et et e e e e e e e s nbaeeeeeeaeeeaannrnneeeas 6
2.34 (10153 o] o 1 eT0] 391 14 F=T Lo £ SRS 6

3. NORMATIVE REFERENCGES........... i sms e s ms e e s e mms e e s e e s e mmn e e e e e e s s mnmnnnns 6
. TERMS AND DEFINITIONS. .........iiiiceiirrissrrrrsssmeessssme e s sssmee s sssms e s sssams e e sssams e e sssmsessnsamsessassnsessessnsessessnneessnsnnes 8
4.1 ADDITIONAL TERMS AND DEFINITIONS ...eeeiiutiteeiiteieesiteeeesstaeeessseeeesasseaesaasseaesansseeesaassesesanssesesssssesesssnsenesanssees 8
5. SYMBOLS, ABBREVIATED TERMS, AND NOTATION.......coooiorericcrerrrmre e s smse s s smne e s s e s s smne e smme e s smne s 9
ST T 7 V1= T T OSSPSR 9
5.2 ABBREVIATED TERMS ....utttittteiuteteiutee ettt aatstestetessseesateeaasseeaase e e ssseeaab et e as s e e aabe e e abe e e sa b et e aa bt e aabeeebe e e sbe e e saneenaneennes 9
ST T [0 1 /- 1 PSRRI 9
6. PROTOCOL REQUIREMENTS........cocceoteiisemrersnsssresssssnsessssssseesssssssesssssssesssssnsessassnsesssssnsessasssssesssssnsenssssnnensans 10
7. REVISION HISTORY ....cciiiiiciiiiiiiierissssssssssse s s sssms s s sssms s s sms s s sms e s sssms e s sssams e s sasmna s sessmne s sassnnessesnnessansanssnssnns 40

© 2004, EPCglobal Inc. Page 2 of 40 1 February 2005



Foreword

This document specifies the requirements for a Class-1 radio-frequency identification (RFID) Tag or Interrogator
to be certified as conformant to the EPCglobal™ Class-1 Generation-2 UHF RFID Protocol for Communications at
860 MHz — 960 MHz (the Protocol), where compliance, conformance, and certification shall have the following
meanings:

Compliance

Suitability of products, processes, or services, for use together, under specified conditions, without causing unac-
ceptable interactions, in fulfillment of the requirements of a protocol.

Conformance

Fulfilment by a product, process, or service of the specified compliance requirements.

Certification

Measurement of a product, process, or service to ensure conformance.
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Introduction

This document specifies the compliance requirements for a passive-backscatter, Interrogator-talks-first (ITF), ra-
dio-frequency identification (RFID) system operating in the 860 MHz — 960 MHz frequency range. The system
comprises Interrogators, also known as Readers, and Tags, also known as Labels.

An Interrogator transmits information to a Tag by modulating an RF signal in the 860 MHz — 960 MHz frequency
range. The Tag receives both information and operating energy from this RF signal. Tags are passive, meaning
that they receive all of their operating energy from the Interrogator's RF waveform.

An Interrogator receives information from a Tag by transmitting a continuous-wave (CW) RF signal to the Tag; the
Tag responds by modulating the reflection coefficient of its antenna, thereby backscattering an information signal
to the Interrogator. The system is ITF, meaning that a Tag modulates its antenna reflection coefficient with an in-
formation signal only after being directed to do so by an Interrogator.

Interrogators and Tags are not required to talk simultaneously; rather, communications are half-duplex, meaning
that Interrogators talk and Tags listen, or vice versa.
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1. Scope

This document specifies:

e Compliance requirements for physical interactions (the signaling layer of the communications) between
Interrogators and Tags, and

e Compliance requirements for Interrogator and Tag operating procedures and commands.

2. Conformance

2.1 Claiming conformance

A device shall not claim conformance with this document unless certified, in writing, by EPCglobal, Inc., or one of
its designated representatives. To conform, a device shall comply with all clauses in this document (except those
marked as optional) and all local radio regulations. Conformance may also require a license from the owner of
any intellectual property utilized by said device.

2.2 General conformance requirements

2.2.1 Interrogators

To conform to the Protocol, an Interrogator shall:
e Meet the requirements of the Protocol,
¢ Implement the mandatory commands defined in the Protocol,

¢ Modulate/transmit and receive/demodulate a sufficient set of the electrical signals defined in the signaling
layer of the Protocol to communicate with conformant Tags, and

e Conform to all local radio regulations.

To conform to the Protocol, an Interrogator may:
¢ Implement any subset of the optional commands defined in the Protocol, and
e Implement any proprietary and/or custom commands in conformance with the Protocol.

To conform to the Protocol, an Interrogator shall not:
¢ Implement any command that conflicts with the Protocol, or
e Require using an optional, proprietary, or custom command to meet the requirements of the Protocol.

2.2.2 Tags

To conform to the Protocol, a Tag shall:
o Meet the requirements of the Protocol,
¢ Implement the mandatory commands defined in the Protocol,
e Modulate a backscatter signal only after receiving the requisite command from an Interrogator, and
e Conform to all local radio regulations.

To conform to the Protocol, a Tag may:
e Implement any subset of the optional commands defined in the Protocol, and
e Implement any proprietary and/or custom commands as defined in 2.3.3 and 2.3.4, respectively.

To conform to the Protocol, a Tag shall not:
¢ Implement any command that conflicts with the Protocol,
e Require using an optional, proprietary, or custom command to meet the requirements of the Protocol, or

e Modulate a backscatter signal unless commanded to do so by an Interrogator using the signaling layer
defined in the Protocol.
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2.3 Command structure and extensibility

Subclause 6.3.2.10 of the Protocol defines the structure of the command codes used by Interrogators and
Tags, as well as the availability of future extensions. Each command is defined and labeled as mandatory or
optional.

2.3.1 Mandatory commands

Conforming Tags and Interrogators shall support all mandatory commands.

2.3.2 Optional commands

Conforming Interrogators may or may not support optional commands. Conforming Tags may or may not
support optional commands. If an Interrogator or a Tag implements an optional command, it shall implement
it in the manner specified.

2.3.3 Proprietary commands

Proprietary commands may be enabled in conformance with the Protocol, but are not specified in the Pro-
tocol. All proprietary commands shall be capable of being permanently disabled. Proprietary commands are
intended for manufacturing purposes and shall not be used in field-deployed RFID systems.

2.3.4 Custom commands

Custom commands may be enabled in conformance with the Protocol, but are not specified in the Protocol.
An Interrogator shall issue a custom command only after singulating a Tag and reading (or having prior
knowledge of) the Tag manufacturer’s identification in the Tag’s TID memory. An Interrogator shall use a
custom command only in accordance with the specifications of the Tag manufacturer identified in the TID.

3. Normative references

The following referenced documents are indispensable to the application of this document. For dated references,
only the edition cited applies. For undated references, the latest edition (including any amendments) applies.

EPCglobal™: EPC™ Radio-Frequency Identity Protocols, Class-1 Generation-2 UHF RFID, Protocol for Commu-
nications at 860 MHz — 960 MHz, Version 1.0.9

EPCglobal™: EPC™ Tag Data Standards

EPCglobal™ (2004): FMCG RFID Physical Requirements Document (draft)

EPCglobal™ (2004): Class-1 Generation-2 UHF RFID Implementation Reference (draft)

European Telecommunications Standards Institute (ETSI), EN 302 208: Electromagnetic compatibility and radio
spectrum matters (ERM) — Radio-frequency identification equipment operating in the band 865 MHz to 868 MHz
with power levels up to 2 W, Part 1 — Technical characteristics and test methods

European Telecommunications Standards Institute (ETSI), EN 302 208: Electromagnetic compatibility and radio
spectrum matters (ERM) — Radio-frequency identification equipment operating in the band 865 MHz to 868 MHz
with power levels up to 2 W, Part 2 — Harmonized EN under article 3.2 of the R&TTE directive

ISO/IEC Directives, Part 2: Rules for the structure and drafting of International Standards

ISO/IEC 3309: Information technology — Telecommunications and information exchange between systems —
High-level data link control (HDLC) procedures — Frame structure

ISO/IEC 15961: Information technology, Automatic identification and data capture — Radio frequency identification
(RFID) for item management — Data protocol: application interface
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ISO/IEC 15962: Information technology, Automatic identification and data capture techniques — Radio frequency
identification (RFID) for item management — Data protocol: data encoding rules and logical memory functions

ISO/IEC 15963: Information technology — Radiofrequency identification for item management — Unique identifi-
cation for RF tags.

ISO/IEC 18000-1: Information technology — Radio frequency identification for item management — Part 1. Ref-
erence architecture and definition of parameters to be standardized

ISO/IEC 18000-6: Information technology automatic identification and data capture techniques — Radio fre-
quency identification for item management air interface — Part 6: Parameters for air interface communications at
860-960 MHz

ISO/IEC 19762: Information technology AIDC techniques — Harmonized vocabulary — Part 3: radio-frequency
identification (RFID)

U.S. Code of Federal Regulations (CFR), Title 47, Chapter |, Part 15: Radio-frequency devices, U.S. Federal
Communications Commission
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4. Terms and definitions

The principal terms and definitions used in this document are described in the Protocol and in ISO/IEC 19762.

4.1 Additional terms and definitions

Terms and definitions specific to this document that supersede any normative references are as follows:

By design

Design parameters and/or theoretical analysis that ensure compliance. A vendor submitting a component or
system for compliance testing shall provide the necessary technical information, in the form of a technical
memorandum or similar. A test laboratory approved by EPCglobal™ shall certify the technical analysis as be-
ing sufficient to ensure conformance of the component or system.

For Protocol requirements that are verified by design, the method of technical analysis is at the discretion of
the submitting vendor and, except in special cases, is not specified by this document. In general, the technical
analysis shall have sufficient rigor and technical depth to convince a test engineer knowledgeable of the Pro-
tocol that the particular requirement has been met.

By demonstration

Laboratory testing of one, or if required for statistical reasons multiple, products, processes, or services to en-
sure compliance. A test laboratory certified by EPCglobal™ shall perform the indicated testing to ensure con-
formance of the component or system.

For Protocol requirements that are verified by demonstration, the test conditions are specified by this docu-
ment. The detailed test plan is at the discretion of the certifying test laboratory.

Interrogators submitted for testing purposes shall include physical connections and test modes suitable for the
certifying laboratory to evaluate Interrogator performance under the test conditions specified in this document.

Tags submitted for testing purposes shall include all documentation required by 6.3.1.3.5 of the Protocol. The
minimum sample size shall be 100 Tags. The certifying laboratory’s test plan will specify the submitted Tags"
memory contents (i.e. the contents of Reserved, EPC, TID, and User memory as well as the lock status of
these memory banks).

As implemented

If a Tag or Interrogator implements a subset of the Protocol, compliance shall be verified over the subset ac-
tually implemented. For example, although Interrogators may implement DSB-ASK, SSB-ASK, or PR-ASK
modulation, a manufacturer may choose to only implement DSB-ASK modulation, in which case compliance
testing shall only use DSB-ASK modulation. For parameters that are continuously variable, compliance shall
be verified at the minimum and maximum values of the implemented range, unless the test conditions specifi-
cally state otherwise.
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5. Symbols, abbreviated terms, and notation

The principal symbols and abbreviated terms used in this document are detailed in
e |ISO/IEC 19762: Information technology AIDC techniques — vocabulary.

e EPCglobal™: EPC™ Radio-Frequency Identity Protocols, Class-1 Generation-2 UHF RFID, Protocol for
Communications at 860 MHz — 960 MHz, Version 1.0.9.

Symbols, abbreviated terms, and notation specific to this document are as follows:

5.1 Symbols

None

5.2 Abbreviated terms

None

5.3 Notation
This document uses the following notational conventions:
o States and flags are denoted in bold. Example: ready.

e Commands are denoted in italics. Variables are also denoted in italics. Where there might be confusion
between commands and variables, this specification will make an explicit statement. Example: Query.

e Command parameters are underlined. Example: pointer.
o For logical negation, labels are preceded by ‘~’. Example: If flag is true, then ~flag is false.
e The symbol, R=>T, refers to commands or signaling from an Interrogator to a Tag (Reader-to-Tag).

e The symbol, T=>R, refers to commands or signaling from a Tag to an Interrogator (Tag-to-Reader).
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6. Protocol requirements

Protocol . Applies -
Subclause Requirement To How Verified
Tags shall not be required to demodulate Interrogator com- .
a1 mands while backscattering. Tag L5y ekslan
A Tag shall not respond using full-duplex communications to .
Ealt a mandatory or optional command. VEg) 237 R
By demonstration.
Test conditions:
Temp: 23 +/-5°C
Freq: 860, 910, & 960 MHz
Power: 0 dBm at Tag antenna
Modulation: DSB-ASK
Tags shall be capable of receiving power from and communi- Tari: 25 ys
6.3.1.1 cating with Interrogators within the frequency range from 860 Tag RTcal: 62.5 us
MHz to 960 MHz, inclusive. PW: 0.5 Tari

Modulation depth: 90%
Rise/fall time: < 0.33 Tari

TRcal: 100 ps
DR: 8
M: 1
TRext: 0
Interrogators certified for operation in dense-Interrogator envi- Interro-
6.3.1.1 ronments shall be capable of communications as described in ator By design
Annex G of the Protocol. 9
6.3.1.2 Interrogators shall use a fixed modulation format and data Interro- Bv desian
D rate for the duration of an inventory round. gator y g
Interrogators certified for operation in single- or multiple- Interro-
6.3.1.2.1 Interrogator environments shall have a frequency accuracy ator By design
that meets local regulations. 9
By demonstration, for dense-
Interrogator certification, unless
local regulations specify tighter
Interrogators certified for operation in dense-Interrogator envi- {reqlljgncyr?Cﬁuracy mar} t?e s
ronments shall have a frequency accuracy of +/— 10 ppm over toco 1IN \?/ 'f cas;; ”e n gdrroga-
the nominal temperature range (-25 °C to +40 °C) and +/- 20 or manutacturer shalt provide
Interro- evidence of certification by the
6.3.1.2.1 ppm over the extended temperature range (—40°C to +65 °C), gator local regulatory body in lieu of
unless local regulations specify tighter accuracy, in which laboratory demonstration
caseI trt1.e Interrogator frequency accuracy shall meet the local Test conditions: '
regulations Temp: —40, —25, 40, 65 °C (all +/- 5

OC)
Freq: 5 test points linearly spanning
the supported frequency range

Interrogators shall communicate using DSB-ASK, SSB-ASK, Interro-

6.3.1.2.2 or PR-ASK modulation, detailed in Annex H of the Protocol. gator

By design
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Protocol
Subclause

Requirement

Applies
To

How Verified

6.3.1.2.2

Tags shall be capable of demodulating all three modulation

types.

Tag

By demonstration

Test conditions:

Temp: 23 +/-5°C

Freq: 866.5 & 915.25 MHz

Power: 0 dBm at Tag antenna

Modulation: DSB-ASK, SSB-ASK, &
PR-ASK

Tari: 6.25, 12.5, & 25 ys

RTcal: 2.5xTari

PW: min and max

Modulation depth: 90% ASK, 200%
PR-ASK

DSB-ASK rise/fall time: < 0.33 Tari

SSB-ASK rise/fall time: < 0.33 Tari

PR-ASK rise/fall time: < 0.62xPW

TRcal: 2xRTcal

DR: 8

M: 1

TRext: 0

6.3.1.2.3

The R=>T link shall use PIE, shown in Figure 6.1 of the Pro-

tocol.

Interro-
gator

By design

6.3.1.2.3

The tolerance on all parameters shall be +/-1%.

Interro-
gator

By demonstration

Test conditions:

Temp: —25, 25, 40 °C (all +/- 5 °C)

Freq: 866.5 MHz (if certified for op-
eration in Europe); 915.25 MHz (if
certified for operation in North
America)

Power: Maximum Interrogator trans-
mit power, as implemented.

Modulation: As implemented

Tari: 6.25, 12.5, & 25 us

x: 0.5xTari, 1.0xTari (see Figure 6.1
of the Protocol)

PW: As implemented

Modulation depth: As implemented

Rise/fall time: As implemented

6.3.1.2.3

Pulse modulation depth, rise time, fall time, and PW shall be
as specified in Table 6.6 of the Protocol, and shall be the
same for a data-0 and a data-1.

Interro-
gator

By demonstration

Test conditions:

Temp: 23 +/-5°C

Freq: 866.5 MHz (if certified for op-
eration in Europe); 915.25 MHz (if
certified for operation in North
America)

Power: Maximum Interrogator trans-
mit power, as implemented.

Modulation: As implemented

Tari: 6.25, 12.5, & 25 ys

x: 0.5xTari, 1.0xTari (see Figure 6.1
of the Protocol)

PW: As implemented

Modulation depth: As implemented

Rise/fall time: As implemented

6.3.1.2.3

Interrogators shall use a fixed modulation depth, rise time, fall
time, PW, and Tari for the duration of an inventory round.

Interro-
gator

By design
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Protocol . Applies g
Subclause Requirement To How Verified
By demonstration
Test conditions:
Temp: 23 +/-5°C
Freq: 866.5 MHz (if certified for op-
eration in Europe); 915.25 MHz (if
certified for operation in North
America)
The RF envelope shall be as specified in Figure 6.2 [and Ta- Interro- | Power: Maximum Interrogator trans-
6.3.1.2.3 ; .
ble 6.6] of the Protocol. gator mit power, as implemented.
Modulation: As implemented
Tari: 6.25, 12.5, & 25 us
x: 0.5%Tari, 1.0xTari (see Figure 6.1
of the Protocol)
PW: As implemented
Modulation depth: As implemented
Rise/fall time: As implemented
Interrogators shall communicate using Tari values between Interro- .
BRE 2] 6.25us and 25ys, inclusive. gator =57 ekl
Interrogator compliance shall be evaluated using the pre- .
ferred Tari values specified in Table 6.2 of the Protocol and Interro- Th'? CEE LIS LeEs U1 preferred
6.3.1.2.4 . - . _ Tari and x values as required by the
the encoding shown in Figure 6.1 of the Protocol with x = 0.5 gator
. - . Protocol.
Tari and x = 1.0 Tari.
An Interrogator shall use fixed data-0 and data-1 symbol Interro- .
sz lengths for the duration of an inventory round. gator 4 clsla
6.3.1.2.4 Th¢=T choice qf Tari value shall be in accordance with local Interro- By design
radio regulations. gator
6.3.1.25 The R=>T RF envelope shall comply with Figure 6.2 and Ta- Interro- Tested in compliance with 6.3.1.2.3
ble 6.6 of the Protocol. gator
An Interrogator shall not change the R=>T modulation type Interro-
6.3.1.2.5 (i.e. shall not switch between DSB-ASK, SSB-ASK, or PR- ator By design
ASK) without first powering down its RF waveform. 9
By demonstration
Test conditions:
Temp: 23 +/-5°C
_ : _ | Freq: 866.5 MHz (if certified for op-
6.3.126 The Interrogator power-up RF envelope shall comply with Interro eration in Europe); 915.25 MHz (if
Figure 6.3 and Table 6.7 of the Protocol. gator o= 2
certified for operation in North
America)
Power: Maximum Interrogator trans-
mit power, as implemented.
By demonstration
Test conditions:
. . Temp: 23 +/-5°C
0,
Once the carrier level has_rlsen above_the 10A>_Ievel, the Freq: 866.5 MHz (if certified for op-
power-up envelope shall rise monotonically until at least the Interro- S ; .
6.3.1.2.6 . S A eration in Europe); 915.25 MHz (if
ripple limit M;. The RF envelope shall not fall below the 90% gator certified for operation in North
point in Figure 6.3 of the Protocol during interval Ts. Ameri P
merica)
Power: Maximum Interrogator trans-
mit power, as implemented.
Interrogators shall not issue commands before the end of the Interro-
6.3.1.2.6 maximum settling-time interval in Table 6.7 of the Protocol gator By design

(i.e. before Ts).
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Protocol . Applies g
Subclause Requirement To How Verified
By demonstration
Test conditions:
Temp: 23 +/-5°C
) . | Freq: 866.5 MHz (if certified for op-
6.3.1.2.7 ;gi:gtggogﬁﬂgm%r g%\;vphsigggljpe szl enuply sl Ir;t:tr(r;? eration in Europe); 915.25 MHz (if
’ ’ ‘ certified for operation in North
America)
Power: Maximum Interrogator trans-
mit power, as implemented.
By demonstration
Test conditions:
Temp: 23 +/-5°C
Once the carrier level has fallen below the 90% level, the Interro- Freq: 866.5 MHz (if certified for op-
6.3.1.2.7 power-down envelope shall fall monotonically until the power- ator eration in Europe); 915.25 MHz (if
off limit Ms. 9 certified for operation in North
America)
Power: Maximum Interrogator trans-
mit power, as implemented.
6.3127 Once powered off, an Interrogator shall_remain powered off Interro- By design
for a least 1ms before powering up again. gator
An Interrogator shall begin all R=>T signaling with either a Interro-
6.3.1.2.8 preamble or a frame-sync, both of which are shown in Figure By design
gator
6.4 of the Protocol.
6.3.128 A preamblg shall precede a Query command and denotes the | Interro- By design
start of an inventory round. gator
. . A Interro- .
6.3.1.2.8 All other signaling shall begin with a frame-sync. gator By design
The tolerance on all parameters specified in units of Tari shall Interro-
6.3.1.2.8 be +/-1%. PW shall be as specified in Table 6.6 of the Proto- gator Tested in compliance with 6.3.1.2.3
col.
6.3.1.2.8 The RF envelope shall be as specified in Figure 6.2 of the Interro- Tested in compliance with 6.3.1.2.3
Protocol. gator
By demonstration
Test conditions:
Temp: 23 +/-5°C
Freq: 866.5 MHz (if certified for op-
eration in Europe); 915.25 MHz (if
certified for operation in North
6.3.128 A preamble shall comprise a fixed-length start delimiter, a Interro- PovAvg'eRi/IC:)zimum Interrogator trans-
Figure 6.4 .?.2?&00333;{323:62?TR;;T) (;alrlgge:)tllon (R @i, 2t & gator mit power, as implemented.
Y : Modulation: As implemented
Tari: 6.25, 12.5, & 25 ps
RTcal: 2.5xTari, 3.0xTari
TRcal: 1.1xRTcal, 3.0xRTcal
PW: As implemented
Modulation depth: As implemented
Rise/fall time: As implemented
RTcal: An Interrogator shall set RTcal equal to the length of a Interro-
6.3.1.2.8 data-0 symbol plus the length of a data-1 symbol (RTcal = By design
gator
Olength + 1Iength)-
RTcal: A Tag shall measure the length of RTcal and compute .
6.3.1.2.8 pivot = RTcal / 2. Tag By design
RTcal: The Tag shall interpret subsequent Interrogator sym-
6.3.1.2.8 bols shorter than pivot to be data-0s, and subsequent Interro- Tag By design

gator symbols longer than pivot to be data-1s.
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Protocol . Applies i
Subclause Requirement To How Verified
6.3.128 bR(;I'ggl(:j'gg?a"I'ag shall interpret symbols longer than 4 RTcal to Tag By design
RTcal: Prior to changing RTcal, an Interrogator shall transmit | Interro- .
EEaE CW for a minimum of 8 RTcal. gator L eleslan
TRcal: An Interrogator shall specify a Tag’s backscatter link
frequency (its FMO datarate or the frequency of its Miller sub- Interro-
6.3.1.2.8 carrier) using the TRcal and divide ratio (DR) in the preamble ator By design
and payload, respectively, of a Query command that initiates 9
an inventory round.
TRcal: A Tag shall measure the length of TRcal, compute LF, . . .
6.3.1.2.8 and adjust its T=>R link rate to be equal to LF. Tag Tested in compliance with 6.3.1.3.3
TRcal: The TRcal and RTcal that an Interrogator uses in any . . .
6.3.1.2.8 inventory round shall meet the constraints in Equation (2) of Intetrro- 'llz'gstedénzcompllance with 6.3.1.2.8,
the Protocol. gator Igure ©.
An Interrogator, for the duration of an inventory round, shall Interro-
6.3.1.2.8 use the same length RTcal in a frame-sync as it used in the ator By design
preamble that initiated the round. 9
By demonstration, for Interrogators
that use FHSS:
When an Interrogator uses frequency-hopping spread spec- WOC
trum (FHSS) signaling, the Interrogator’s RF envelope shall Interro- | Fre 9'866 5 MHz (if certified for op-
6.3.1.2.9 comply with Figure 6.5 and Table 6.9 of the Protocol. The RF ator Z-ratioﬁ in Europe); 915.25 Ml-ﬁ)z (if
envelope shall not fall below the 90% point in Figure 6.5 of 9 certified for o eprat,ion iﬁ North
the Protocol during interval Ths. Ameri P
merica)
Power: Maximum Interrogator trans-
mit power, as implemented.
Interrogators shall not issue commands before the end of the Interro-
6.3.1.2.9 maximum settling-time interval in Table 6.9 of the Protocol ator By design
(i.e. before Ths). 9
The maximum time between frequency hops and the mini- Interro-
6.3.1.2.9 mum RF-off time during a hop shall meet local regulatory ator By design
requirements. g
Interrogators certified for operation in single-Interrogator envi- Interro-
6.3.1.2.10 ronments shall meet local regulations for spread-spectrum ator By design
channelization. 9
By demonstration, for multiple- or
Interrogators certified for operation in multiple- or dense- Testd:gr?c«jei;ilgaesr.rogator e
Interrogator environments, when operating under FCC Title — ;
. o Interro- | Freq: 50 discrete center frequencies,
6.3.1.2.10 47, Part 15 regulations, shall be additionally capable of cen- ator as specified in Table 6.10 of the
tering their R=>T signaling in channels whose width and cen- 9 Protgcol ’
ter frequencies are shown in Table 6.10 of the Protocol. Power: Maximum Interrogator trans-
mit power, as implemented
Interrogators certified for operation according to this protocol Interro-
6.3.1.2.11 shall meet local regulations for out-of-channel and out-of- gator By design

band spurious radio-frequency emissions.
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6.3.1.2.11,
Figure 6.6

Interrogators certified for operation in multiple-Interrogator
environments, in addition to meeting local regulations, shall
also meet the specified Multiple-Interrogator Transmit Mask.

Interro-
gator

By demonstration, for multiple-
Interrogator certification.
Test conditions:
Temp: 23 +/-5°C
Freq: f. = 866.5 MHz for Interrogators
certified for operation in Europe;
fo = 915.25 MHz for Interrogators
certified for operation in North
America.
Power: Maximum Interrogator trans-
mit power, as implemented.
Channel width: 200 kHz for Interroga-
tors certified for operation in
Europe; 500 kHz for Interrogators
certified for operation in North
America.
Modulation: As implemented
Tari: 25 s for Interrogators certified
for operation in Europe; 6.25us
for Interrogators certified for op-
eration in North America.
RTcal: 2.5xTari, 3.0xTari
TRcal: 1.1xRTcal, 3.0xRTcal
PW: As implemented
Modulation depth: As implemented
Rise/fall time: As implemented

6.3.1.2.11

Multiple-Interrogator Transmit Mask: For an Interrogator
transmitting in channel R, and any other channel SR, the
ratio of the integrated power P() in channel S to that in chan-
nel R shall not exceed the specified values:

Interro-
gator

Tested in compliance with 6.3.1.2.11,
Figure 6.6

6.3.1.2.11

Each channel that exceeds the mask shall be counted as a
separate exception.

Interro-
gator

Tested in compliance with 6.3.1.2.11,
Figure 6.6

6.3.1.2.11,
Figure 6.7

Interrogators certified for operation in dense-Interrogator envi-
ronments shall meet both local regulations and the Transmit
Mask shown in Figure 6.7 of the Protocol.

Interro-
gator

By demonstration, for dense-
Interrogator certification.

Test conditions:

Temp: 23 +/-5°C

Freq: f; = 866.5 MHz for Interrogators
certified for operation in Europe;
fo = 915.25 MHz for Interrogators
certified for operation in North
America.

Power: Maximum Interrogator trans-
mit power, as implemented.

Reference bandwidth: 2.5/Tari

Modulation: As implemented

Tari: 25 us

RTcal: 2.5xTari, 3.0xTari

TRcal: 1.1xRTcal, 3.0xRTcal

PW: As implemented

Modulation depth: As implemented

Rise/fall time: As implemented

6.3.1.2.11

In addition, they shall be capable of meeting the following
Dense-Interrogator Transmit Mask when using dense-
Interrogator channelized signaling as outlined in Annex G of
the Protocol.

Interro-
gator

Tested in compliance with 6.3.1.2.11,
Figure 6.7

6.3.1.2.11

Finally, unlike Interrogators certified for operation in multiple-
Interrogator environments, those certified for operation in
dense-Interrogator environments shall not be permitted any
exceptions to a transmit mask.

Interro-
gator

Tested in compliance with 6.3.1.2.11,
Figure 6.7
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Dense-Interrogator Transmit Mask: For Interrogator trans-
missions centered at a frequency f;, a 2.5/Tari bandwidth Rew
6.3.1.2.11 also centered at f;, an offset frequency f, = 2.5/Tari, and a Interro- | Tested in compliance with 6.3.1.2.11,
D 2.5/Tari bandwidth Sgw centered at (n x ;) + f; (integer n), the | gator | Figure 6.7
ratio of the integrated power P() in Sgw to that in Rgw shall not
exceed the specified values:
A Tag shall backscatter using a fixed modulation format, data
6.3.1.3 encoding, and data rate for the duration of an inventory Tag By design
round.
6.3.1.3.1 Tag backscatter shall use ASK and/or PSK modulation. Tag By design
6.3.1.3.1 I_nterrogators shall be capable of demodulating either modula- | Interro- By design
tion type. gator
6.3.1.3.2 Tags shall encode the backscattered data as either FMO Tag Tested in compliance with 6.3.1.3.2.1

baseband or Miller modulation of a subcarrier at the data rate. and 6.3.1.3.2.3

By demonstration

Test conditions:

Temp: 23 +/-5°C

Freq: 866.5 & 915.25 MHz
Power: 0 dBm at Tag antenna
Modulation: DSB-ASK

PW: 0.5 Tari

Modulation depth: 90%
Rise/fall time: < 0.33 Tari

The duty cycle of a 00 or 11 sequence, measured at the $5;X#10
6.3.1.3.2.1 modulator output, shall be a minimum of 45% and a maxi- Tag T Tari 6.25 Us

mum of 55%, with a nominal value of 50%. RTcal: 18.75 ps

TRcal: 33.3 & 50 us
DR: 64/3
M: 1

Test#2
Tari: 12.5 ps
RTcal: 31.25 ps
TRcal: 66.7, 83.3 us

DR: 64/3
M: 1
FMO signaling shall always end with a “dummy” data-1 bit at
6.3.1.3.2.1 | the end of a transmission, as shown in Figure 6.8 of the Pro- Tag By design

tocol.

By demonstration

Test conditions:

Temp: 23 +/-5°C

Freq: 866.5 & 915.25 MHz
Power: 0 dBm at Tag antenna
Modulation: DSB-ASK

T=>R FMO signaling shall begin with one of the two pream- PO 2 T2

6.3.1.3.2.2 R Tag Modulation depth: 90%
bles shown in Figure 6.11 of the Protocol. Rise/fall time: < 0.33 Tari
Tari: 25 ys
RTcal: 75 ps
TRcal: 100 ps
DR: 8
M: 1
TRext: 0 & 1
Figure 6.13 of the Protocol shows Miller-modulated subcarrier
sequences; the Miller sequence shall contain exactly two,
6.3.1.3.2.3 | four, or eight subcarrier cycles per bit, depending on the M Tag By design
value specified in the Query command that initiated the inven-
tory round.
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Requirement

By demonstration

Test conditions:

Temp: 23 +/-5°C

Freq: 866.5 & 915.25 MHz
Power: 0 dBm at Tag antenna
Modulation: DSB-ASK

PW: 0.5 Tari

Modulation depth: 90%
Rise/fall time: < 0.33 Tari

The duty cycle of a 0 or 1 symbol, measured at the modulator $5;X#10
6.3.1.3.2.3 | output, shall be a minimum of 45% and a maximum of 55%, Tag Tari: 6.25 s

X . o
with a nominal value of 50%. RTcal: 18.75 s

TRcal: 33.3 & 50 us
DR: 64/3
M:2,4,8

Test#2
Tari: 12.5 ps
RTcal: 31.25 ps
TRcal: 66.7, 83.3 us
DR: 64/3
M:2,4,8

Miller signaling shall always end with a “dummy” data-1 bit at
6.3.1.3.2.3 |the end of a transmission, as shown in Figure 6.14 of the Tag By design
Protocol.

By demonstration

Test conditions:

Temp: 23 +/-5°C

Freq: 866.5 & 915.25 MHz
Power: 0 dBm at Tag antenna
Modulation: DSB-ASK
PW: 0.5 Tari

Tag Modulation depth: 90%
Rise/fall time: < 0.33 Tari
Tari: 25 ys

RTcal: 75 ps

TRcal: 100 ps

DR: 8

M: 2, 4,8

TRext: 0 & 1

T=>R subcarrier signaling shall begin with one of the two

Sl preambles shown in Figure 6.15 of the Protocol.
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6.3.1.3.3

Tags shall support the R=>T Tari values specified in 6.3.1.2.4
of the Protocol, the T=>R link frequencies and tolerances
specified in Table 6.11 of the Protocol, and the T=>R data
rates specified in Table 6.12 of the Protocol.

Tag

The FT requirements in Table 6.11 of
the Protocol shall be verified by de-
sign. Tag manufacturers shall pro-
vide plots of worst-case FT error ver-
sus TRcal. Tag manufacturers shall
also provide measured data used to
generate the FT plots, including:

1. Tag oscillator frequency tolerance
2. Tag oscillator frequency drift

3. TRcal measurement error budget
4. Other contributors to FT error

The frequency-variation during back-
scatter requirements in Table 6.11 of
the Protocol shall be verified by de-
monstration. The testing laboratory
shall measure the minimum, median,
and maximum symbol length (M=1) or
subcarrier period (M=2, 4, 8) during
backscatter of a 128-bit sequence
(16-bit PC, 96-bit EPC, and a CRC-
16). The minimum and maximum
values shall not deviate by more than
2.5% from the median. The test con-
ditions are:

Temp: 23 +/-5°C
Freq: 866.5 & 915.25 MHz
Power: 0 dBm at Tag antenna
Modulation: DSB-ASK
PW: 0.5 Tari
Modulation depth: 90%
Rise/fall time: < 0.33 Tari
TRext: 0
Test# 1

Tari: 6.25 ps

RTcal: 18.75 us

TRcal: 33.3 & 50 us

DR: 64/3

M:1,2,4,8
Test#2

Tari: 25 us

RTcal: 75 ps

TRcal: 200 us

DR: 8

M:1,2,4,8

6.3.1.3.4

Tags energized by an Interrogator shall be capable of receiv-
ing and acting on Interrogator commands within a period not
exceeding the maximum settling-time interval specified in
Table 6.7 or Table 6.9 of the Protocol, as appropriate (i.e.
within Ts or Tys, respectively).

Tag

By design

6.3.1.3.5

For Tags certified to this protocol, operating under manufac-
turer’s specified conditions in accordance with local regula-
tions, and mounted on one or more manufacturer-selected
materials, the Tag manufacturer shall specify (1) free-space,
interference-free sensitivity, and (2) minimum relative back-
scattered modulated power (ASK modulation) or change in
radar cross-section or equivalent (phase modulation).

Tag

By design
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The transmission order for all R=>T and T=>R communica-
tions shall respect the following convention: Tagand
6.3.1.4 o Within gach message, the most-significant word shall be Interro- | By design
transmitted first. ator
o Within each word, the most-significant bit (MSB) shall be 9
transmitted first.
By demonstration
Interrogator test conditions:
Verify Interrogator meets Tp, T3, & Ts
Temp: 23 +/-5°C
Freq: 866.5 MHz (if certified for op-
eration in Europe); 915.25 MHz (if
certified for operation in North
America)
Power: Maximum Interrogator trans-
mit power, as implemented.
Modulation: As implemented
Tari: 6.25, 12.5, & 25 us
RTcal: 2.5xTari, 3.0xTari
TRcal: 1.1xRTcal, 3.0xRTcal
Tag and PW: As implemented
6.3.1.5, Tags and Interrogators shall meet all timing requirements Intgerro- Modulation depth: As implemented
Table 6.13 | shown in Table 6.13 of the Protocol. gator Risef/fall time: As implemented
Tag test conditions:
Verify Tag meets T4 & T»
Temp: 23 +/-5°C
Freq: 866.5 & 915.25 MHz
Power: 0 dBm at Tag antenna
Modulation: DSB-ASK
PW: 0.5 Tari
Modulation depth: 90%
Rise/fall time: < 0.33 Tari
TRext: 0
Tari: 6.25 ps
RTcal: 18.75 ps
TRcal: 33.3 & 50 us
DR: 64/3
M:1,2,4,8
6.3.1.5 ~..an Interrqgator shall use a fixed R=>T link rate for the du- Interro- By design
ration of an inventory round. gator
Prior to changing the R=>T link rate, an Interrogator shall Interro- .
e81a transmit CW for a minimum of 8 RTcal. gator 37 G
6.3.15 The maximum value for T, shall apply only to Tags in the Tag By design
reply or acknowledged states.
For a Tag in the reply or acknowledged states, if T, expires
6.3.1.5 (i.e. reaches its maximum value) without the Tag receiving a Tag By design
valid command, the Tag shall transition to the arbitrate state.
For a Tag in the reply or acknowledged states, if T» expires
6.3.1.5 (i.e. reaches its maximum value) during the reception of a Tag By design
valid command, the Tag shall execute the command.
For a Tag in the reply or acknowledged states, if T> expires
(i.e. reaches its maximum value) during the reception of an .
SRS invalid command, the Tag shall transition to arbitrate upon Ve 4 ksl
determining that the command is invalid.
In all states other than the reply or acknowledged states, .
SRS the maximum value for T, shall be unrestricted. Tag 5y ekl
6.3.1.5 T4+T3 shall not be less than Ta. Tag By design
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Tag memory shall be logically separated into four distinct
6.3.2.1 banks, each of which may comprise zero or more memory Tag By design
words.
6.3.2.1 Reserved memory shall contain the kill and access pass- Tag By design
words.
6.3.2.1 '1I'IF1he kill password shall be stored at memory addresses 00 to Tag By design
6.3.2.1 The access password shall be stored at memory addresses Tag By design
20y, to 3Fh.
If a Tag does not implement the kill and/or access pass-
word(s), the Tag shall act as though it had zero-valued pass-
6.3.2.1 word(s) that are permanently read/write locked, and the cor- Tag By design
responding memory locations in Reserved memory need not
exist.
EPC memory shall contain a CRC-16 at memory addresses
00y, to OFy, Protocol-Control (PC) bits at memory addresses
6.3.2.1 10n to 1Fh, and a code (such as an EPC, and hereafter re- Tag By design
ferred to as an EPC) that identifies the object to which the tag
is or will be attached beginning at address 20y,
The CRC-16, PC, and EPC shall be stored MSB first (the .
SR EPC'’s MSB is stored in location 20,). vag | sy ehslan
By demonstration
Singulate the Tag, read its TID mem-
ory, and verify the contents.
TID memory shall contain an 8-bit ISO/IEC 15963 allocation- Tag test conditions:
class identifier (11100010, for EPCglobal) at memory loca- Temp: 23 +/-=5°C
tions 00y, to 07,. TID memory shall contain sufficient identify- Freq: 866.5 & 915.25 MHz
ing information above 07, for an Interrogator to uniquely iden- Power: 0 dBm at Tag antenna
6.3.2.1 tify the custom commands and/or optional features thata Tag | |, Modulation: DSB-ASK
Sl supports. For Tags whose ISO/IEC 15963 allocation class 9 |PW:0.5 Tari
identifier is 11100010,, this identifying information shall com- Modulation depth: 90%
prise a 12-bit Tag mask-designer identifier (free to members Rise/fall time: < 0.33 Tari
of EPCglobal) at memory locations 08y to 131 and a 12-bit Tari: 25 ps
Tag model number at memory locations 14y, to 1Fp. RTcal: 75 s
TRcal: 100 ps
DR: 8
M: 1
TRext: 0
6.3.2.1 The logical addressing of all memory banks shall begin at Tag By design
zero (00n).
When Tags backscatter memory contents, this backscatter
6.3.2.1 shall fall on word boundaries (except in the case of a trun- Tag By design
cated reply).
6.3.2 1 Operations in one _Ioglcal memory bank shall not access Tag By design
memory locations in another bank.
A Write, BlockWrite, or BlockErase shall not alter a Tag’'s
6.3.2.1 killed status regardless of the memory address (whether valid Tag By design
or invalid) specified in the command.
The kill password is a 32-bit value stored in Reserved mem-
6.3.2.1.1 ory 00y, to 1F, MSB first. The default (unprogrammed) value Tag By design
shall be zero.
An Interrogator shall use a Tag'’s kill password once, to kill Interro- .
SEl the Tag and render it silent thereafter. gator 4 ksl
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6.3.2.1.1

A Tag shall not execute a kill operation if its kill password is
zero.

Tag

By demonstration

Issue a Kill command to a Tag with a
zero-valued kill password. Verify that
the Tag backscatters an error code
and does not execute the Kkill.

Tag test conditions:

Temp: 23 +/-5°C

Freq: 866.5 & 915.25 MHz
Power: 0 dBm at Tag antenna
Modulation: DSB-ASK
PW: 0.5 Tari

Modulation depth: 90%
Rise/fall time: < 0.33 Tari
Tari: 25 ys

RTcal: 75 ps

TRcal: 100 ps

DR: 8

M: 1

TRext: 0

6.3.2.1.2

The access password is a 32-bit value stored in Reserved
memory 20y to 3Fn, MSB first. The default (unprogrammed)
value shall be zero.

Tag

By design

6.3.2.1.2

Tags with a nonzero access password shall require an Inter-
rogator to issue this password before transitioning to the se-
cured state.

Tag

By design

6.3.2.1.3

To generate a CRC-16 an Interrogator or Tag shall first gen-
erate the CRC-16 precursor shown in Table 6.14 of the Pro-
tocol, then take the ones-complement of the generated pre-
cursor to form the CRC-16.

Tag and
Interro-
gator

By design

6.3.2.1.3

At power-up a Tag shall compute this CRC-16 over EPC
memory location 10y to the end of the EPC (not necessarily to
the end of EPC memory, but to the end of the EPC specified
by the length field in the PC) and map the computed CRC-16
into EPC memory 00y, to OF, MSB first.

Tag

By demonstration

Test for rewriteable Tags:
Sequentially write a Tag’s EPC, one
16-bit word at a time. Following each
write, update the length field specified
in the PC bits, power down the Tag,
then power it up again and singulate
it. Verify that the backscattered CRC-
16 matches the backscattered EPC
after each write operation.

Test for prewritten Tags:

Power up the Tag and singulate it.
Verify that the backscattered CRC-16
matches the backscattered EPC.

Tag test conditions for either case:
Temp: 23 +/-5°C

Freq: 866.5 & 915.25 MHz
Power: 0 dBm at Tag antenna
Modulation: DSB-ASK

PW: 0.5 Tari

Modulation depth: 90%
Rise/fall time: < 0.33 Tari
Tari: 25 us

RTcal: 75 ps

TRcal: 100 us

DR: 8

M: 1

TRext: 0
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Because the {PC+EPC} is stored in EPC memory on word
6.3.2.1.3 boundaries, this CRC-16 shall be computed on word bounda- Tag By design
ries.
Tags shall finish this CRC-16 computation and memory map-
6.3.2.1.3 ping by the end of interval Ts or Txs (as appropriate) in Figure Tag By design
6.3 or Figure 6.5 of the Protocol, respectively.
6.3.2.1.3 Tags shall not recalculate this CRC-16 for a truncated reply. Tag By design
Bits 15n — 16n: RFU (shall be set to 00, for Class-1 Tags). .
6.3.2.1.4 Bit 17, Shall be set o 0. Tag By demonstration
By demonstration
Tag test (unwritten Tags only):
Power up the Tag and singulate it.
Verify that the backscattered PC bits
are 0000y,
Tag test conditions:
Temp: 23 +/-5°C
Freq: 866.5 & 915.25 MHz
Power: 0 dBm at Tag antenna
6.3.2.1.4 The default (unprogrammed) PC value shall be 0000 Tag Modulation: DSB-ASK
PW: 0.5 Tari
Modulation depth: 90%
Rise/fall time: < 0.33 Tari
Tari: 25 ys
RTcal: 75 ps
TRcal: 100 ps
DR: 8
M: 1
TRext: 0
A Tag shall backscatter an error code if an Interrogator at-
6.3.2.1.4 tempts to write a (PC + EPC) length that is not supported by Tag By design
the Tag to the first 5 bits of the Tag’s PC.
At power-up a Tag shall compute its CRC-16 over the num-
6.3.2.1.4 ber of (PC + EPC) words designated by the first 5 bits of the Tag Tested in compliance with 6.3.2.1.3
PC rather than over the length of the entire EPC memory.
. . Tag and
Interrogators shall support and Tags shall provide 4 sessions ) "
SRz (denoted SO, S1, S2, and S3). DUETE- | 257 Gl
gator
6.3.22 Tags shall participate in one and only one session during an Tag By design
inventory round.
6.3.2.2 Tagg shall maintain an independent inventoried flag for each Tag By design
session.
Tags participating in an inventory round in one session shall
6.3.2.2 neither use nor modify the inventoried flag for a different Tag By design
session.
A Tag’s inventoried flags shall have the persistence times .
E822 shown in Table 6.15 of the Protocol. Tag Byldasign
6.3.2.2 A Tag shall power-up with its inventoried flags set as fol- Ta By design: Tested in compliance
D lows: The SO inventoried flag shall be set to A. 9 with 6.3.2.3, Table 6.15
A Tag shall power-up with its inventoried flags set as fol-
lows: The S1 inventoried flag shall be set to either A or B,
depending on its stored value, unless the flag was set longer
6.3.2.2 in the past than its persistence time, in which case the Tag Tag By design

shall power-up with its S1 inventoried flag set to A. Because
the S1 inventoried flag is not automatically refreshed, it may
revert from B to A even when the Tag is powered.
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6.3.2.2

A Tag shall power-up with its inventoried flags set as fol-
lows: The S2 inventoried flag shall be set to either A or B,
depending on its stored value, unless the Tag has lost power
for a time greater than its persistence time, in which case the
Tag shall power-up with the S2 inventoried flag set to A.

Tag

By design

6.3.2.2

A Tag shall power-up with its inventoried flags set as fol-
lows: The S3 inventoried flag shall be set to either A or B,
depending on its stored value, unless the Tag has lost power
for a time greater than its persistence time, in which case the
Tag shall power-up with its S3 inventoried flag set to A.

Tag

By design

6.3.2.2

A Tag shall be capable of setting any of its inventoried flags
to either A or Bin 2 ms or less, regardless of the initial flag
value.

Tag

By design

6.3.2.2

A Tag shall refresh its S2 and S3 flags while powered, mean-
ing that every time a Tag loses power its S2 and S3 invento-
ried flags shall have the persistence times shown in Table
6.15 of the Protocol.

Tag

By design

6.3.2.2

A Tag shall not let its S1 inventoried flag lose persistence
while the Tag is participating in an inventory round. Instead,
the Tag shall retain the flag value until the next Query com-
mand, at which point the flag may lose its persistence (unless
the flag was refreshed during the round, in which case the
flag shall assume its new value and new persistence).

Tag

By design

6.3.2.3

Tags shall implement a selected flag, SL, which an Interroga-
tor may assert or deassert using a Select command.

Tag

By design

6.3.2.3

A Tag's SL flag shall have the persistence times shown in
Table 6.15 of the Protocol.

Tag

By design: Tested in compliance
with 6.3.2.3, Table 6.15

6.3.2.3

A Tag shall power-up with its SL flag either asserted or deas-
serted, depending on the stored value, unless the Tag has
lost power for a time greater than the SL persistence time, in
which case the Tag shall power-up with its SL flag deas-
serted (set to ~SL).

Tag

By design

6.3.2.3

A Tag shall be capable of asserting or deasserting its SL flag
in 2 ms or less, regardless of the initial flag value.

Tag

By design

6.3.2.3

A Tag shall refresh its SL flag when powered, meaning that
every time a Tag loses power its SL flag shall have the per-
sistence times shown in Table 6.15 of the Protocol.

Tag

By design

6.3.2.3,
Table 6.15

For a randomly chosen and sufficiently large Tag population,
95% of the Tag persistence times shall meet the persistence
requirement, with a 90% confidence interval.

Tag

By design
Tag manufacturers shall provide data
and analysis demonstrating that Tags
meet the persistence requirements of
Table 6.15.

© 2004, EPCglobal Inc.

Page 23 of 40

1 February 2005




Protocol . Applies g
Subclause Requirement To How Verified
By demonstration
Tagq test:
Tag manufacturers shall supply a
population of Tags for testing. The
testing laboratory shall exercise all of
the states and state transitions shown
in Figure 6.19 by selecting, singulat-
ing, inventorying, reading, writing,
accessing, and (for Tags that imple-
ment kill) killing the Tags.
6.3.2.4, Tags shall implement the states and the slot counter shown in . $:?n’;)§821§3r/1£1i2%rés:
Figure 6.19 | Figure 6.19 of the Protocol. Freq: 866.5 & 915.25 MHz
Power: 0 dBm at Tag antenna
Modulation: DSB-ASK
PW: 0.5 Tari
Modulation depth: 90%
Rise/fall time: < 0.33 Tari
Tari: 25 ps
RTcal: 75 ps
TRcal: 100 us
DR: 8
M: 1
TRext: 0
By design
6.3.2.4.1 Tags shall implement a ready state. Tag Also tested in compliance with
6.3.2.4, Figure 6.19
6.3.2.4.1 Upon entering an energizing RF field a Tag that is not killed Tag By design
shall enter ready.
The Tag shall remain in ready until it receives a Query com-
6.3.2.4.1 mand whose inventoried parameter (for the session specified Tag By design
in the Query) and sel parameter match its current flag values.
Matching Tags shall draw a Q-bit number from their RNG,
load this number into their slot counter, and transition to the .
sszed arbitrate state if the number is nonzero, or to the reply state Ve 4 clsla
if the number is zero.
If a Tag in any state except killed loses power it shall return .
Eeth 2 to ready upon regaining power. VEg) 37 G
By design
6.3.2.4.2 Tags shall implement an arbitrate state. Tag Also tested in compliance with
6.3.2.4, Figure 6.19
A Tag in arbitrate shall decrement its slot counter every time
it receives a QueryRep command whose session parameter
6.3.2.4.2 matches the session for the inventory round currently in pro- Tag By design
gress, and it shall transition to the reply state when its slot
counter reaches 0000y,
Tags that return to arbitrate (for example, from the reply
state) with a slot value of 0000y, shall decrement their slot
6.3.2.4.2 counter from 0000, to 7FFF;, at the next QueryRep (with Tag By design
matching session) and, because their slot value is now non-
zero, shall remain in arbitrate.
By design
6.3.2.4.3 Tags shall implement a reply state. Tag Also tested in compliance with
6.3.2.4, Figure 6.19
6.3.2.4.3 Upon entering reply a Tag shall backscatter an RN16. Tag By design
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If the Tag receives a valid acknowledgement (ACK) it shall
6.3.2.4.3 transition to the acknowledged state, backscattering its PC, Tag By design
EPC and CRC-16.
If the Tag fails to receive an ACK, or receives an invalid ACK, .
8249 it shall return to arbitrate. Tag h7 G
6.32.43 In the reply state, Tag and Interrogator shall meet all timing Ta Tested in compliance with 6.3.1.5,
e requirements specified in Table 6.13 of the Protocol. 9 Table 6.13
By design
6.3.2.4.4 Tags shall implement an acknowledged state. Tag Also tested in compliance with
6.3.2.4, Figure 6.19
6.3.2.4.4 In the acknowledged state, Tag and Interrogator shall meet Ta Tested in compliance with 6.3.1.5,
e all timing requirements specified in Table 6.13 of the Protocol. 9 Table 6.13
By design
6.3.2.4.5 Tags shall implement an open state. Tag Also tested in compliance with
6.3.2.4, Figure 6.19
A Tag in the acknowledged state whose access password is
nonzero shall transition to open upon receiving a Req_RN Tag and
6.3.2.4.5 command, backscattering a new RN16 (denoted handle) that | Interro- | By design
the Interrogator shall use in subsequent commands and the gator
Tag shall use in subsequent replies.
In the open state, Tag and Interrogator shall meet all timing . . .
6.3.2.4.5 requirements specified in Table 6.13 of the Protocol except Tag Vesiiet 1 etz st vt 680115,
T Table 6.13
2(max)-
By design
6.3.2.4.6 Tags shall implement a secured state. Tag Also tested in compliance with
6.3.2.4, Figure 6.19
A Tag in the acknowledged state whose access password is
zero shall transition to secured upon receiving a Req_RN Tag and
6.3.2.4.6 command, backscattering a new RN16 (denoted handle) that | Interro- | By design
the Interrogator shall use in subsequent commands and the gator
Tag shall use in subsequent replies.
A Tag in the open state whose access password is nonzero
shall transition to secured upon receiving a valid Access
6.3.2.4.6 command, maintaining the same handle that it previously Tag By design
backscattered when it transitioned from the acknowledged to
the open state.
In the secured state, Tag and Interrogator shall meet all tim- By design
6.3.2.4.6 ing requirements specified in Table 6.13 of the Protocol ex- Tag Also tested in compliance with
cept Tomax)- 6.3.2.4, Figure 6.19
6.3.2.4.7 Tags shall implement a killed state. Tag By design
A Tag in either the open or secured states shall enter the
6.3.2.4.7 killed state upon receiving a Kill command with a valid non- Tag By design
zero Kill password and valid handle.
Upon entering the killed state a Tag shall notify the Interroga- By design
6.3.2.4.7 tor that the kill operation was successful, and shall not re- Tag Also tested in compliance with
spond to an Interrogator thereafter. 6.3.2.4, Figure 6.19
Killed Tags shall remain in the killed state under all circum- By design
6.3.2.4.7 stances, and shall immediately enter killed upon subsequent Tag Also tested in compliance with
power-ups. 6.3.2.4, Figure 6.19
6.3.2.4.8 Tags shall implement a 15-bit slot counter. Tag By design
Upon receiving a Query or QueryAdjust command a Tag shall
6.3.2.4.8 preload a value between 0 and 29-1, drawn from the Tag'’s Tag By design

RNG, into its slot counter.
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6.3.24.8 ppon receiving a QueryRep command a Tag shall decrement Tag By design
its slot counter.
The slot counter shall be capable of continuous counting,
6.3.2.4.8 meaning that, after the slot counter decrements to 0000y, it Tag By design
shall roll over and begin counting down from 7FFF.
Tags shall implement a random or pseudo-random number .
6.3.2.5 generator (RNG). Tag By design
The RNG shall meet the following randomness criteria inde-
pendent of the strength of the energizing field, the R=>T link .
SR rate, and the data stored in the Tag (including the PC, EPC, Tag 5y ekl
and CRC-16).
Tags shall generate 16-bit random or pseudo-random num- .
829 bers (RN16) using the RNG. Ug) |37
Tags shall have the ability to extract Q-bit subsets from an .
B8R RN16 to preload the Tag’s slot counter. Vg By design
Tags shall have the ability to temporarily store at least two
6.3.25 RN16s while powered, to use, for example, as a handle and a Ta Bv desian
R 16-bit cover-code during password transactions (see Figures 9 y g
6.22 and 6.24 of the Protocol.
The probability that any RN16 drawn from the RNG has value .?;’gdrisa'r?l:‘facturers T
6.3.2.5 RN16 =j1,6for any j, shall be bounded by 0.8/2™ < P(RN16 = j) Tag and analysis demonstrating that Tags
<1.25/2"". .
meet the requirements of 6.3.2.5
For a Tag population of up to 10,000 Tags, the probability By design
6.3.2.5 that any two or more Tags simultaneously generate the same Ta Tag manufacturers shall provide data
T sequence of RN16s shall be less than 0.1%, regardless of 9 and analysis demonstrating that Tags
when the Tags are energized. meet the requirements of 6.3.2.5
An RN16 drawn from a Tag’s RNG 10ms after the end of T, in Bv desian
Figure 6.3 of the Protocol shall not be predictable with a prob- y g .
4 T ) Tag manufacturers shall provide data
6.3.2.5 ability greater than 0.025% if the outcomes of prior draws Tag - :
from the RNG, performed under identical conditions, are and analysis qemonstratlng that Tags
K ’ ’ meet the requirements of 6.3.2.5.
nown.
6.3.2.7 A Select that modifies SL shall not modify inventoried, and Tag By design
vice versa.
Upon receiving a Query participating Tags shall pick a ran-
dom value in the range (0, 2°—1), inclusive, and shall load
6.3.28 this value into their slot counter. Tags that pick a zero shall Ta Bv desian
R transition to the reply state and reply immediately. Tags that 9 y g
pick a nonzero value shall transition to the arbitrate state and
await a QueryAdjust or a QueryRep command.
If the Tag fails to receive the ACK in step (b) within time T»
6.3.2.8 (see Figure 6.16 of the Protocol), or receives the ACK with an Tag By design
erroneous RN16, it shall return to arbitrate.
If the Interrogator sends a valid ACK (i.e. an ACK containing By design
6.3.2.8 the correct RN16) to the Tag in the acknowledged state the Tag Also tested in compliance with
Tag shall re-backscatter its PC, EPC, and CRC-16. 6.3.2.4, Figure 6.19
At any point the Interrogator may issue a NAK, in response to
6.3.2.8 which all Tags in the inventory round shall return to arbitrate Tag By design
without changing their inventoried flag.
Tags in the arbitrate or reply states that receive a QueryAd-
6.3.2.8 just ... [and] pick zero shall transition to the reply state and Tag By design

reply immediately.
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To
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6.3.2.8

Tags in the arbitrate or reply states that receive a QueryAd-
just ... [and] pick a nonzero value shall transition to the arbi-
trate state and await a QueryAdjust or a QueryRep com-
mand.

Tag

By design

6.3.2.8

Tags whose slot counter reached 00005, who replied, and
who were not acknowledged (including Tags that responded
to the original Query and were not acknowledged) shall return
to arbitrate with a slot value of 0000, and shall decrement
this slot value from 0000, to 7FFF, at the next QueryRep,
thereby effectively preventing subsequent replies until the
Tag loads a new random value into its slot counter.

Tag

By design

6.3.2.8

Tags shall reply at least once in 2“—1 QueryRep commands.

Tag

By design
Also tested in compliance with
6.3.2.4, Figure 6.19

6.3.2.8

Tags in any state except killed shall execute a Query, start-
ing a new round in the specified session and transitioning to
ready, arbitrate, or reply, as appropriate (see Figure 6.19 of
the Protocol).

Tag

By design

6.3.2.8

If a Tag in the acknowledged, open, or secured states re-
ceives a Query whose session parameter matches the prior
session it shall invert its inventoried flag (i.e. A—>B or B—>A)
for the session before it evaluates whether to transition to
ready, arbitrate, or reply.

Tag

By design

6.3.2.8

If a Tag in the acknowledged, open, or secured states re-
ceives a Query whose session parameter does not match the
prior session it shall leave its inventoried flag for the prior
session unchanged as it evaluates whether to transition to
ready, arbitrate, or reply.

Tag

By design

6.3.2.8

Tags in any state except ready or killed shall execute a
QueryAdjust or QueryRep command if, and only if, the ses-
sion parameter in the command matches the session pa-
rameter in the Query that started the round.

Tag

By design

6.3.2.8

Tags shall ignore a QueryAdjust or QueryRep with mis-
matched session.

Tag

By design

6.3.2.8

If a Tag in the acknowledged, open, or secured states re-
ceives a QueryAdjust or QueryRep whose session parameter
matches the session parameter in the prior Query, it shall
invert its inventoried flag (i.e. A—B or B—A) for the current
session then transition to ready.

Tag

By design

6.3.2.8

In the latter case the collided Tags, not observing a valid re-
ply within T, (see Figure 6.16 of the Protocol), shall return to
arbitrate and await the next Query or QueryAdjust command.

Tag

By design

6.3.2.9

When in either [the open or secured states] ..., Tags shall
verify that the handle is correct prior to executing an access
command, and shall ignore access commands with an incor-
rect handle.

Tag

By design

6.3.2.9

An Interrogator shall not use handle for cover-coding pur-
poses.

Interro-
gator

By design

6.3.2.9

An Interrogator shall not re-use an RN16 for cover-coding.

Interro-
gator

By design

6.3.2.9

If an Interrogator reissues a command that contained cover-
coded data, then the Interrogator shall reissue the command
unchanged.

Interro-
gator

By design

6.3.2.9

If the Interrogator changes the data, then it shall first issue a
Req_RN to obtain a new RN16 and shall use this new RN16
for cover-coding.

Interro-
gator

By design
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Tag and
6.3.2.9 Interrogator and Tag shall transmit all strings MSB first. Interro- | By design
gator

Interrogator-to-Tag commands shall have the format shown in | Interro- .
B Table 6.16 of the Protocol. gator 5y ekl
6.3.2.10 No other commands shall have these lengths. "g:g?' By design

If a Tag receives one of these commands with an incorrect .
BB length it shall ignore the command. VEg) 37 G
6.3.2.10 Tags shall ignore invalid commands. Tag By design

. Tag and | By design

Interrogators and Tags shall implement the Select command . . .
6.3.2.10.1.1 4 Interro- | Also tested in compliance with

shown in Table 6.18 of the Protocol. gator |6.3.2.4, Figure 6.19

Target shall indicate whether the Select modifies a Tag’s SL
6.3.2.10.1.1 | or inventoried flag, and in the case of the inventoried flag, Tag By design

for which session.
6.3.2.10.1.1 Action shall elicit the Tag response shown in Table 6.19 of Tag By design

the Protocol.

Truncate indicates whether a Tag’s backscattered reply shall
6.3.2.10.1.1 | be truncated to include only those EPC and CRC-16 bits fol- Tag By design

lowing Mask.

Class-1 Tags shall ignore Select commands whose Target is .
6.3.2.10.1.1 101, 110,, or 1115, Tag By design
6.3.2.10.1.1 | Select commands shall apply to a single memory bank. Tag By design
6.3.2.10.1.1 | MemBank shall not specify Reserved memory. Tag By design
6.3.2.10.1.1 !f a Tag receives a Select specifying MemBank = 00; it shall Tag By design

ignore the Select.

If Pointer and Length reference a memory location that does
6.3.2.10.1.1 | not exist on the Tag then the Tag shall consider the Select to Tag By design

be non-matching.

If Length is zero then all Tags shall be considered matching,

unless Pointer references a memory location that does not .
e exist on the Tag, in which case the Tag shall consider the Tag 5y ekl

Select to be non-matching.

If an Interrogator asserts Truncate, and if a subsequent

Query specifies Sel=10 or Sel=11, then matching Tags shall
6.3.2.10.1.1 | truncate their reply to an ACK to that portion of the EPC im- Tag By design

mediately following Mask, followed by the CRC-16 stored in

EPC memory 00, to OF.

Interrogators shall assert Truncate: in the last (and only in the

last) Select that the Interrogator issues prior to sending a Interro- .
6.3.2.10.1.1 Query; if and only if the Select has Target = 100, and; if and gator By design

only if Mask ends in the EPC.
6.3.2.10.1.1 | Tags shall power-up with Truncate deasserted. Tag By design

Tags shall decide whether to truncate their backscattered .
e EPC on the basis of the most recently received Select. Tag 5y ekl

If a Tag receives a Select with Truncate=1 but Target<>100, .
RS2 ATAL the Tag shall ignore the Select. VEg) 37 G
6.3.2.10.1.1 If a Tag receives a Select in which Truncate=1 but Mem- Tag By design

Bank<>01, the Tag shall consider the Select to be invalid.

© 2004, EPCglobal Inc. Page 28 of 40

1 February 2005




Protocol . Applies g
Subclause Requirement To How Verified
If a Tag receives a Select in which Truncate=1, Mem-
6.3.2.10.1.1 [ Bank=01, but Mask ends outside the EPC specified in the PC Tag By design
bits, the Tag shall consider the Select to be not matching.
Mask may end at the last bit of the EPC, in which case a se- .
8 2ATAL lected Tag shall backscatter its CRC-16. Tag h7 G
A Tag shall preface its truncated reply with five leading zeros
6.3.2.10.1.1 | (00000y) inserted between the preamble and the truncated Tag By design
reply.
. Interro- .
6.3.2.10.1.1 | Interrogators shall prepend a Select with a frame-sync. gator By design
By design
6.3.2.10.1.1 | Tags shall not reply to a Select. Tag Also tested in compliance with
6.3.2.4, Figure 6.19
Interrogators and Tags shall implement the Query command ) )| 257 G
6.3.2.10.2.1 4 Interro- | Also tested in compliance with
shown in Table 6.20 of the Protocol. .
gator |6.3.2.4, Figure 6.19
Interro- By design
6.3.2.10.2.1 | Interrogators shall prepend a Query with a preamble. Also tested in compliance with
gator :
6.3.2.4, Figure 6.19
If a Tag receives a Query with a CRC-5 error it shall ignore .
6.3.2.10.2.1 the command. Tag By design
If a Tag, in response to the Query, loads its slot counter with
6.3.2.10.2.1 | zero, then its reply to a Query shall be as shown in Table Tag By design
6.21 of the Protocol; otherwise the Tag shall remain silent.
If a Tag in the acknowledged, open, or secured states re-
ceives a Query whose session parameter matches the prior .
itz session it shall invert its inventoried flag (i.e. A—>B or B—A) Tag By design
for the session.
If a Tag in the acknowledged, open, or secured states re-
ceives a Query whose session parameter does not match the "
e prior session it shall leave its inventoried flag for the prior Ve 4 ekl
session unchanged when beginning the new round.
Tags shall support all DR and M values specified in Tables .
RS2 A2 6.11 and 6.12 of the Protocol, respectively. Tag h7 G
Tags in any state other than killed shall execute a Query .
6.3.2.10.2.1 command: Tag By design
6.3.2.10.2.1 | Tags in the killed state shall ignore a Query. Tag By design
. . Tag and | By design
Interrogators and Tags shall implement the QueryAdjust com- . . .
6.3.2.10.2.2 . Interro- | Also tested in compliance with
mand shown in Table 6.22 of the Protocol. gator |6.3.2.4, Figure 6.19
If a Tag receives a QueryAdjust whose session number is
6.3.2.10.2.2 | different from the session number in the Query that initiated Tag By design
the round it shall ignore the command.
If a Tag receives a QueryAdjust with an UpDn value different .
2 from those specified above it shall ignore the command. Uzg) By design
If a Tag whose Q value is 15 receives a QueryAdjust with
6.3.2.10.2.2 | UpDn = 110 it shall change UpDn to 000 prior to executing Tag By design
the command...
...likewise, if a Tag whose Q value is 0 receives a QueryAd-
6.3.2.10.2.2 | just with UpDn = 011 it shall change UpDn to 000 prior to Tag By design
executing the command.
6.3.2.10.2.2 | Tags shall maintain a running count of the current Q value. Tag By design
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6.3.2.10.2.2 | A QueryAdjust shall be prepended with a frame-sync. Ir;ltae{cr)?- By design

If a Tag, in response to the QueryAdjust, loads its slot counter
with zero, then its reply to a QueryAdjust shall be shown in .
6.3.2.10.2.2 Table 6.23 of the Protocol; otherwise, the Tag shall remain Tag By design
silent.
Tags shall respond to a QueryAdjust only if they received a "
6.3.2.10.2.2 prior Query. Tag By design
6.3.2.102.3 Interrogators and Tags shall implement the QueryRep com- Tr?t%rig‘-j Eég?:s'?e% in compliance with
T | mand shown in Table 6.24 of the Protocol. . P
gator |[6.3.2.4, Figure 6.19
If a Tag receives a QueryRep whose session number is dif-
6.3.2.10.2.3 | ferent from the session number in the Query that initiated the Tag By design
round it shall ignore the command.
6.3.2.10.2.3 | A QueryRep shall be prepended with a frame-sync. Irg:{é?- By design
If a Tag, in response to the QueryRep, decrements its slot
counter and the decremented slot value is zero, then its reply .
SEl to a QueryRep shall be as shown in Table 6.25 of the Proto- iy Elde
col; otherwise the Tag shall remain silent.
Tags shall respond to a QueryRep only if they received a .
6.3.2.10.2.3 prior Query. Tag By design
Interrogators and Tags shall implement the ACK command e and | B clen
6.3.2.10.2.4 showngin Table 6 26%f the Protgcol Interro- | Also tested in compliance with
: : gator |6.3.2.4, Figure 6.19
If an Interrogator issues an ACK to a Tag in the reply or ac-
6.3.2.10.2.4 knowledged states, then the echoed RN16 shall be the| Interro- Bv desian
T | RN16 that the Tag previously backscattered as it transitioned | gator y g
from the arbitrate state to the reply state.
If an Interrogator issues an ACK to a Tag in the open or se- Interro-
6.3.2.10.2.4 | cured states, then the echoed RN16 shall be the Tag’s han- gator By design
dle.
6.3.2.10.2.4 | An ACK shall be prepended with a frame-sync. ";t:g?' By design
. By design
6.3.2.10.2.4 ggenga%fm Itaci(;atosCL:)clcessful et sl e a2 slnen [ e Tag Also tested in compliance with
: . 6.3.2.4, Figure 6.19
A Tag that receives an ACK with an incorrect RN16 or an
incorrect handle (as appropriate) shall return to arbitrate
6.3.2.10.2.4 | without responding, unless the Tag is in ready or killed, in Tag By design
which case it shall ignore the ACK and remain in its present
state.
. Tag and | By design
6.3.2.10.2.5 Interrogators i) Ees Szl MHpEmeEnt G WA ComiEnd Interro- | Also tested in compliance with
shown in Table 6.28 of the Protocol. :
gator |[6.3.2.4, Figure 6.19
NAK shall return all Tags to the arbitrate state unless they
6.3.2.10.2.5 | are in ready or killed, in which case they shall ignore the Tag By design
NAK and remain in their current state.
6.3.2.10.2.5 | A NAK shall be prepended with a frame-sync. Ir;t:tr(;?- By design
By design
6.3.2.10.2.5 | Tags shall not reply to a NAK. Tag Also tested in compliance with

6.3.2.4, Figure 6.19
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A Tag'’s reply to all access commands that write memory (i.e.
Write, Kill, Lock, BlockWrite, and BlockErase) shall use the Bv desian
extended preamble shown in Figures 6.11 or 6.15 of the Pro- y an . .
6.3.2.10.3 . X " _ Tag Also tested in compliance with
tocol, as appropriate (i.e. the Tag shall reply as if TRext=1 6.3.2.4 Fiqure 6.19
regardless of the TRext value specified in the Query com- 2.4 Tlg :
mand that initiated the inventory round).
6.3.2.103 Tags that receive an optional access command that they do Ta Bv desian
e not support shall ignore the command. 9 y g
. . Tag and | By design
6.3.2.10.3.1 Imnger{:josgﬁésvrﬁ ;n?;)?gzszhgag;?‘gepn:;r;tcg}e AL RS Interro- | Also tested in compliance with
: : gator |[6.3.2.4, Figure 6.19
When issuing a Req_RN command to a Tag in the acknowl- Interro-
6.3.2.10.3.1 | edged state, an Interrogator shall include the Tag’s last back- ator By design
scattered RN16 as a parameter in the Req_RN. 9
If the Tag receives the Req_RN with a valid CRC-16 and a
valid RN16 it shall generate and store a new RN16 (denoted .
Sz handle), backscatter this handle, and transition to the open or Ve 4 ekl
secured state.
If the Tag receives the Req_RN command with a valid CRC-
6.3.2.10.3.1 | 16 but an invalid RN16 it shall ignore the Req_RN and remain Tag By design
in the acknowledged state.
When issuing a Req_RN command to a Tag in the open or Interro-
6.3.2.10.3.1 | secured states, an Interrogator shall include the Tag’'s handle ator By design
as a parameter in the Req_RN. 9
If the Tag receives the Req_RN with a valid CRC-16 and a .
DR valid handle it shall generate and backscatter a new RN16. Vg By design
If the Tag receives the Req_RN with a valid CRC-16 but an .
Sz invalid handle it shall ignore the Req_RN. Ve 4 ekl
In either case the Tag shall remain in its current state (open .
e or secured, as appropriate). Ve 4 ekl
Tags that receive an ACK with an invalid handle shall return
to arbitrate (Note: If a Tag receives an ACK with an invalid .
6.3.2.10.3.1 handle it returns to arbitrate, whereas if it receives an access Tag By design
command with an invalid handle it ignores the command).
The first bit of the backscattered RN16 shall be denoted the .
6.3.2.10.3.1 | \1SB; the last bit shall be denoted the LSB. Vg | 27D
6.3.2.10.3.1 | A Req_RN shall be prepended with a frame-sync. [0 By design
gator
. By design
6.3.2.10.3.1 Ipt?w;r??grgfopcléto g el 2 E8 S0 [ EHe e Tag Also tested in compliance with
’ 6.3.2.4, Figure 6.19
Interrogators and Tags shall implement the Read command UEE EE | 1207 CLETET
6.3.2.10.3.2 showngin Table 6.31 %f the Protgcol Interro- | Also tested in compliance with
: : gator |[6.3.2.4, Figure 6.19
6.3.2.10.3.2 | Read commands shall apply to a single memory bank. Tag By design
If WordCount = 00, the Tag shall backscatter the contents of
the chosen memory bank starting at WordPtr and ending at
the end of the bank, unless MemBank = 01, in which case the
Tag shall backscatter the EPC memory contents starting at
6.3.2.10.3.2 | WordPtr and ending at the length of the EPC specified by the Tag By design

first 5 bits of the PC if WordPtr lies within the EPC, and shall
backscatter the EPC memory contents starting at WordPtr
and ending at the end of EPC memory if WordPtr lies outside
the EPC.
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If a Tag receives a Read with a valid CRC-16 but an invalid
6.3.2.10.3.2 | handle it shall ignore the Read and remain in its current state Tag By design
(open or secured, as appropriate).
6.3.2.10.3.2 | A Read shall be prepended with a frame-sync. Igtae{g?- By design
If all of the memory words specified in a Read exist and none
6.3.2.10.3.2 | are read-locked, the Tag reply to the Read shall be as shown Tag By design
in Table 6.32 of the Protocol.
If a one or more of the memory words specified in the Read
command either do not exist or are read-locked, the Tag shall
6.3.2.10.3.2 | backscatter an error code, within time T4 in Table 6.13 of the Tag By design
Protocol, rather than the reply shown in Table 6.32 of the
Protocol.
Interrogators and Tags shall implement the Write command ) )| 257 G
6.3.2.10.3.3 : Interro- | Also tested in compliance with
shown in Table 6.33 of the Protocol. .
gator |[6.3.2.4, Figure 6.19
6.3.2.10.3.3 Before each and every Write the Interrogator shall first issue Interro- By design
a Req_RN command; gator
6.3.2.10.3.3 The Interrogator §ha|l cover-chg the data by EXORIing it with | Interro- By design
this new RN16 prior to transmission. gator
If a Tag in the open or secured states receives a Write with a
valid CRC-16 but an invalid handle, or it receives a Write be-
6.3.2.10.3.3 | fore which the immediately preceding command was not a Tag By design
Req_RN, it shall ignore the Write and remain in its current
state.
. . Interro- .
6.3.2.10.3.3 | A Write shall be prepended with a frame-sync. gator By design
After issuing a Write an Interrogator shall transmit CW for the By design
6.3.2.103.3 lesser of TREpLy’or 2Qms, where TrepLy is the tlyme between Interro- Also tested in compliance with
the Interrogator’'s Write command and the Tag’s backscat- gator 6.3.2.4 Figure 6.19
tered reply. 224, 119 ’
After completing the Write a Tag shall backscatter the reply By design
shown in Table 6.34 and Figure 6.22 of the Protocol compris- . . .
B ing a header (a 0-bit), the Tag’s handle, and a CRC-16 calcu- Tag élgoztistlzeidlljr:ecgn;ghance ity
lated over the 0-bit and handle. =24 119 :
The Tag shall backscatter an error code during the CW pe- .
LBz L2 riod rather than the reply shown in Table 6.34 of the Protocol. Vzg) 237 C BRI
6.3.2.103.3 Upon receiving a v_alld Write command a Tag shall write the Tag By design
commanded Data into memory.
The Tag’s reply to a successful Write shall use the extended Bv desian
preamble shown in Figures 6.11 or 6.15 of the Protocol, as y gn . .
6.3.2.10.3.3 . : ; _ Tag Also tested in compliance with
appropriate (i.e. a Tag shall reply as if TRext=1 regardless of 6.3.2.4 Fiqure 6.19
the TRext value in the Query that initiated the round). =24 g :
. . Tag and | By design
Interrogators and Tags shall implement the Kill command ) . . .
6.3.2.10.3.4 shown in Table 6.35 of the Protocol. Interro- | Also testgd in compliance with
gator |[6.3.2.4, Figure 6.19
When communicating with Class-1 Tags, Interrogators shall Interro- .
EBA0Ge. set these bits to 000,. gator 37 G
6.3.2.10.3.4 | Class-1 Tags shall ignore these bits. Tag By design
To kill a Tag, an Interrogator shall follow the multi-step Kill Interro- .
BRI procedure outlined in Figure 6.23 of the Protocol. gator 5y ekl
Each EXOR operation shall be performed MSB first (i.e. the Interro-
6.3.2.10.3.4 | MSB of each half-password shall be EXORed with the MSB gator By design

of its respective RN16).
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Subclause Requirement To How Verified
Tags shall incorporate the necessary logic to successively .
S accept two 16-bit subportions of a 32-bit kill password. Ve 4 ekl
Interrogators shall not intersperse commands other than Interro- .
SR Req_RN between the two successive Kill commands. gator Slteaua
If a Tag, after receiving a first Kill, receives any command
other than Req_RN before the second Kill, it shall return to
arbitrate, unless the intervening command is a Query, in .
BREZ L which case the Tag shall execute the Query (inverting its in- Vg 57 sl
ventoried flag if the session parameter in the Query matches
the prior session).
6.3.2.10 3.4 The Tag reply to the first Kill shall be as shown in Table 6.36 Tag By design
of the Protocol.
The reply shall use the TRext value specified in the Query .
B e command that initiated the round. Uzg) By design
After issuing the second Kill an Interrogator shall transmit CW Bv desian
for the lesser of TrepLy Or 20ms, where TrepLy is the time be- | Interro- y gn - .
6.3.2.10.3.4 5 ] ) Also tested in compliance with
tween the Interrogator’s second Kill command and the Tag's gator .
6.3.2.4, Figure 6.19
backscattered reply.
After completing the Kill the Tag shall backscatter the reply By design
shown in Table 6.36 and Figure 6.22 of the Protocol compris- . . .
BRI ing a header (a 0-bit), the Tag’s handle, and a CRC-16 calcu- Tag élgoztist[:eiddr:ecgn;ghance ity
lated over the 0-bit and handle. 2.4 g :
Immediately after this reply the Tag shall render itself silent .
B and shall not respond to an Interrogator thereafter. Vg By design
The Tag shall backscatter an error code during the CW pe- .
B e riod rather than the reply shown in Table 6.36 of the Protocol. Uzg) By design
6.3.2.10.3.4 | A Kill shall be prepended with a frame-sync. Irg:{é?- By design
Upon receiving a valid Kill command sequence a Tag shall .
S render itself killed. Ve 4 ekl
The Tag’s reply to the second Kill command shall use the
extended preamble shown in Figures 6.11 or 6.15 of the Pro- By design
6.3.2.10.3.4 | tocol, as appropriate (i.e. a Tag shall reply as if TRext=1 re- Tag Also tested in compliance with
gardless of the TRext value in the Query that initiated the 6.3.2.4, Figure 6.19
round).
Interrogators and Tags shall implement the Lock command e and | B el
6.3.2.10.3.5 4 " Interro- | Also tested in compliance with
shown in Table 6.37 and Figures 6.24 of the Protocol. .
gator |[6.3.2.4, Figure 6.19
6.3.21035 gglr)]/dTags in the secured state shall execute a Lock com- Tag By design
A Tag shall interpret these bit values as follows: Mask = 0:
Ignore the associated Action field and retain the current lock .
6.3.2.10.3.5 setting; Mask = 1: Implement the associated Action field and Tag By design
overwrite the current lock setting.
A Tag shall interpret these bit values as follows: Action = 0:
6.3.2.10.3.5 | Deassert lock for the associated memory location; Action = 1: Tag By design
Assert lock or permalock for the associated memory location.
6.3.2.10.35 l'l(;r:%t%ayload of a Lock command shall always be 20 bits in Tag By design
If an Interrogator issues a Lock command whose Mask and
Action fields attempt to change the lock status of a nonexis-
6.3.2.10.3.5 | tent memory bank or nonexistent password, the Tag shall Tag By design

ignore the entire Lock command and instead backscatter an
error code (see Annex ).
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Subclause Requirement To How Verified
If a Tag receives a Lock whose payload attempts to deassert
6.3.2.10.3.5 | a previously asserted permalock bit, the Tag shall ignore the Tag By design
Lock and backscatter an error code.
If a Tag receives a Lock whose payload attempts to reassert
a previously asserted permalock bit, the Tag shall simply ig- .
BREZLEE nore this particular Action field and implement the remainder Tag 5y ekl
of the Lock payload.
By design
6.3.2.10.3.5 | All Tags shall implement memory locking. Tag Also tested in compliance with
6.3.2.4, Figure 6.19
By design
6.3.2.10.3.5 | All Tags shall implement the Lock command. Tag Also tested in compliance with
6.3.2.4, Figure 6.19
If a Tag receives a Lock it cannot execute because one or
more of the passwords or memory banks do not exist, or one
or more of the Action fields attempt to change a previously
6.3.2.10.3.5 | permalocked value, or one or more of the passwords or mem- Tag By design
ory banks are either not lockable or not unlockable, the Tag
shall ignore the entire Lock and instead backscatter an error
code.
The only exception to this general rule relates to Tags whose
only lock functionality is to permanently lock all memory (i.e.
6.3.2.10.3.5 | all memory banks and all passwords) at once; these Tags Tag By design
shall execute a Lock whose payload is FFFFFy, and shall
backscatter an error code for any payload other than FFFFF;..
6.3.2.10.3.5 | A Lock shall be prepended with a frame-sync. Igtae{g?- By design
After issuing a Lock an Interrogator shall transmit CW for the By design
lesser of TrepLy Or 20ms, where TgrepLy is the time between Interro- : : .
BREZLEE the Interrogator’'s Lock command and the Tag’'s backscat- gator élgoztist':eidlljr:ecgn;ghance ity
tered reply. 2.4 g :
After completing the Lock the Tag shall backscatter the reply Bv desian
6.3.2.10.35 shown in Table 6.38 and Figure 6.22 of the Protocol compris- Ta Allgo tesged in compliance with
7T 1ing a header (a 0-bit), the Tag’s handle, and a CRC-16 calcu- 9 6.3.2.4 Fiqure 6 18
lated over the 0-bit and handle. 2.4 g :
The Tag shall backscatter an error code during the CW pe- .
BERZE8e riod rather than the reply shown in Table 6.38 of the Protocol. Vg By design
6.3.2.1035 Upon receiving a valid Lock_command a Tag shall perform Tag By design
the commanded lock operation.
The Tag’s reply to a Lock shall use the extended preamble By design
6.32.10.35 shown in Figures 6.11 or'6.15 of_the Protocol, as appropriate Tag Also tested in compliance with
(i.e. a Tag shall reply as if TRext=1 regardless of the TRext 6.3.2.4 Fiqure 6.19
value in the Query that initiated the round). 2.4 Tlg ’
Interrogators and Tags may implement an Access command; | Tag and | By design
6.3.2.10.3.6 | if they do, the command shall be as shown in Table 6.40 of Interro- | If implemented, then tested in com-
the Protocol. gator | pliance with 6.3.2.4, Figure 6.19
To access a Tag, an Interrogator shall follow the multi-step Interro- .
LB procedure outlined in Figure 6.25 of the Protocol. gator =57 sl
Each EXOR operation shall be performed MSB first (i.e. the Interro-
6.3.2.10.3.6 | MSB of each half-password shall be EXORed with the MSB By design
X . gator
of its respective RN16).
Tags shall incorporate the necessary logic to successively .
e accept two 16-bit subportions of a 32-bit access password. Ve 4 ekl
Interrogators shall not intersperse commands other than Interro- .
S Req_RN between the two successive Access commands. gator 4 ksl
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Subclause Requirement To How Verified
If a Tag, after receiving a first Access, receives any command
other than Req_RN before the second Access, it shall return
to arbitrate, unless the intervening command is a Query, in .
SR which case the Tag shall execute the Query (inverting its in- Tag 5y ekl
ventoried flag if the session parameter in the Query matches
the prior session).
. Interro- .
6.3.2.10.3.6 | An Access shall be prepended with a frame-sync. gator By design
. By design
6.3.2.10.3.6 The Tag reply to an Access command shall be as shown in Tag If implemented, then tested in com-
Table 6.41 of the Protocol. ; ; :
pliance with 6.3.2.4, Figure 6.19
Interrogators and Tags may implement a BlockWrite com- Tag and | By design
6.3.2.10.3.7 | mand; if they do, they shall implement it as shown in Table Interro- | If implemented, then tested in com-
6.42 of the Protocol. gator | pliance with 6.3.2.4, Figure 6.19
6.3.2.10.3.7 | BlockWrite commands shall apply to a single memory bank. Tag By design
6.3.2.10.3.7 | If WordCount = 00, the Tag shall ignore the BlockWrite. Tag By design
6.3.2.10.3.7 | If WordCount = 01y, the Tag shall write a single data word. Tag By design
Data contains the 16-bit words to be written, and shall be Interro- n
EE2 0 G 16 x WordCount bits in length. gator 57 sl
If a Tag receives a BlockWrite with a valid CRC-16 but an
6.3.2.10.3.7 | invalid handle it shall ignore the BlockWrite and remain in its Tag By design
current state (open or secured, as appropriate).
6.3.2.10.3.7 | A BlockWrite shall be prepended with a frame-sync. Ir;ltae{cr)?- By design
After issuing a BlockWrite an Interrogator shall transmit CW Bv desian
for the lesser of TrepLy Or 20ms, where Trepvy is the time be- Interro- y g .
BB tween the Interrogator’s BlockWrite command and the Tag’s ator (TACHRE TR, HET (EREE [0 G-
g 9 9 pliance with 6.3.2.4, Figure 6.19
backscattered reply.
The BlockWrite succeeds: After completing the BlockWrite
a Tag shall backscatter the reply shown in Table 6.43 and By design
6.3.2.10.3.7 | Figure 6.22 of the Protocol, comprising a header (a 0-bit), the Tag If implemented, then tested in com-
Tag’s handle, and a CRC-16 calculated over the 0-bit and pliance with 6.3.2.4, Figure 6.19
handle.
The Tag encounters an error: The Tag shall backscatter an
6.3.2.10.3.7 | error code during the CW period rather than the reply shown Tag By design
in Table 6.43 of the Protocol.
6.3.2.10.3.7 Upon receiving a valid.BIockWrite command a Tag shall write Tag By design
the commanded Data into memory.
The Tag’s reply to a BlockWrite shall use the extended pre- By design
amble shown in figures 6.11 or 6.15 of the Protocol, as ap- ; . _
LT propriate (i.e. a Tag shall reply as if TRext=1 regardless of Tag lf”';%grcvﬁﬂtgdé g’iné?%?g én1%°m
the TRext value in the Query that initiated the round). P 224 19 '
Interrogators and Tags may implement a BlockErase com- Tag and | By design
6.3.2.10.3.8 | mand; if they do, they shall implement it as shown in Table Interro- | If implemented, then tested in com-
6.44 of the Protocol. gator | pliance with 6.3.2.4, Figure 6.19
6.3.2.10.3.8 | BlockErase commands shall apply to a single memory bank. Tag By design
6.3.2.10.3.8 | If WordCount = 00, the Tag shall ignore the BlockErase. Tag By design
6.3.2.10.3.8 | If WordCount = 01, the Tag shall erase a single data word. Tag By design
If a Tag receives a BlockErase with a valid CRC-16 but an
6.3.2.10.3.8 | invalid handle it shall ignore the BlockErase and remain in its Tag By design

current state (open or secured, as appropriate).
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ST;):I(;Z(:e Requirement Ap_?(l)les How Verified
. Interro- .
6.3.2.10.3.8 | A BlockErase shall be prepended with a frame-sync. By design
gator
After issuing a BlockErase an Interrogator shall transmit CW Bv desian
6.3.2.10.3.8 for the lesser of TrepLy Or 20ms, where TrepLy is the time be- Interro- If)i,mplen?ented then tested in com-
Lv;iiggggelggrrrgg;tor s BlockErase command and the Tag’s gator pliance with 6.3.2.4, Figure 6.19
After completing the BlockErase a Tag shall backscatter the By design
reply shown in Table 6.45 and Figure 6.22 of the Protocol, ; . )
BRI comprising a header (a 0-bit), the Tag’s handle, and a CRC- Tag Ifl;gﬂgmﬁﬂtgdé tzhin;ieslifg Elsn1090m
16 calculated over the 0-bit and handle. P 224 1Y :
The Tag encounters an error: The Tag shall backscatter an
6.3.2.10.3.8 | error code during the CW period rather than the reply shown Tag By design
in Table 6.45 of the Protocol.
6.3.2.10.3.8 Upon receiving a valid BlockErase command a Tag shall Tag By design
erase the commanded memory words.
The Tag’s reply to a BlockErase shall use the extended pre- Bv desian
amble shown in Figures 6.11 or 6.15 of the Protocol, as ap- y g .
6.3.2.10.3.8 - . . -~ Tag If implemented, then tested in com-
propriate (i.e. a Tag shall reply as if TRext=1 regardless of liance with 6.3.2.4. Fiqure 6.19
the TRext value in the Query that initiated the round). P 224 1Y ’
Although a general EBV may contain blocks of varying Tag and
Annex A lengths, Tags and Interrogators manufactured according to Interro- | By design
this specification shall use blocks of length 8 bits (EBV-8). gator
Tag and
Tags and Interrogators shall use the EBV-8 word format .
ARG specified in Table A.1 of the Protocol. [UEE | 257 Gl
gator
State-transition tables B1 to B.7 of the Protocol shall define a 07 G . . .
Annex B Tad's response to Interrogator commands Tag Also tested in compliance with
gsresp 9 . 6.3.2.4, Figure 6.19
“Invalid” shall mean an erroneous command, an unsupported
command, a command with invalid parameters, a command . o
Table B.1 3 . - Definition. Not verified.
with a CRC error, or any other command either not recog-
nized or not executable by the Tag.
“Invalid” shall mean an erroneous command, an unsupported
command, a command with invalid parameters, a command
Table B.2 with a CRC error, a commanq (other than a.Query) with a _ Definition. Not verified.
session parameter not matching that of the inventory round
currently in progress, or any other command either not rec-
ognized or not executable by the Tag.
“Invalid” shall mean an erroneous command, an unsupported
command, a command with invalid parameters, a command
Table B.3 with a CRC error, a commanq (other than a.Query) with a _ Definition. Not verified.
session parameter not matching that of the inventory round
currently in progress, or any other command either not rec-
ognized or not executable by the Tag.
“Invalid” shall mean an erroneous command, an unsupported
command, a command with invalid parameters, a command
Table B.4 with a CRC error, a commanq (other than a.Query) with a _ Definition. Not verified.
session parameter not matching that of the inventory round
currently in progress, or any other command either not rec-
ognized or not executable by the Tag.
“Invalid” shall mean an erroneous command, an unsupported
command, a command with invalid parameters, a command
Table B.5 with a CRC error, a command (other than a Query) with a _ Definition. Not verified.

session parameter not matching that of the inventory round
currently in progress, or any other command either not rec-
ognized or not executable by the Tag.
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Requirement

Applies
To

How Verified

Table B.6

“Invalid” shall mean an erroneous command, an unsupported
command, a command with invalid parameters, a command
with a CRC error, a command (other than a Query) with a
session parameter not matching that of the inventory round
currently in progress, or any other command either not rec-
ognized or not executable by the Tag.

Definition. Not verified.

Table B.7

“Invalid” shall mean an erroneous command, an unsupported
command, a command with invalid parameters, a command
with a CRC error, or any other command either not recog-
nized or not executable by the Tag.

Definition. Not verified.

Annex C

Command-response tables C.1 to C.17 of the Protocol shall
define a Tag'’s response to Interrogator commands.

Tag

By design
Also tested in compliance with
6.3.2.4, Figure 6.19

Table C.17

“Invalid” shall mean an erroneous command, an unsupported
command, a command with invalid parameters, a command
with a CRC error, or any other command either not recog-
nized or not executable by the Tag.

Definition. Not verified.

Table C.17

“Invalid” shall mean an erroneous command, an unsupported
command, a command with invalid parameters, a command
with a CRC error, a command (other than a Query) with a
session parameter not matching that of the inventory round
currently in progress, or any other command either not rec-
ognized or not executable by the Tag.

Definition. Not verified.

Annex G.1

Interrogators certified for operation in dense-Interrogator envi-
ronments shall be capable of supporting one or more of the
frequency plans or TDM approaches described below.

Interro-
gator

By design

Annex G.1

Single-channel regulatory environment: Interrogator trans-
missions and Tag responses shall be separated temporally,
with synchronized Interrogators first commanding Tags, then
all Interrogators transmitting CW and listening for Tag re-
sponses.

Interro-
gator

By design

Annex G.1

Single-channel regulatory environment: Interrogator sig-
naling (both modulated and CW) shall be centered in the
channel with a frequency accuracy as specified in 6.3.1.2.1 of
the Protocol.

Interro-
gator

By design
Also tested in compliance with
6.3.1.2.1

Annex G.1

Single-channel regulatory environment: If an Interrogator
uses SSB modulation, the transmit spectrum shall be cen-
tered in the channel during R=>T signaling, and the CW shall
be centered in the channel during Tag backscatter.

Interro-
gator

Tested in compliance with Annex G.1
for multi-channel regulatory environ-
ments

Annex G.1

Multi-channel regulatory environment: Interrogator trans-
missions and Tag responses shall be separated spectrally,
with Interrogator transmissions located in even-numbered
channels and Tag backscatter located in odd-numbered
channels.

Interro-
gator

By design

Annex G.1

Multi-channel regulatory environment: Interrogator signal-
ing (both modulated and CW) shall be centered in a channel
with a frequency accuracy as specified in 6.3.1.2.1 of the
Protocol.

Interro-
gator

By design
Also tested in compliance with
6.3.1.2.1
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Subclause Requirement To How Verified
By demonstration (only for Interro-
gators that implement SSB modula-
tion in dense-Interrogator environ-
ments)
Test conditions:
Temp: 23 +/-5°C
Freq: 866.5 MHz (if certified for op-
Multi-channel regulatory environment: If an Interrogator eration in Europe); 915.25 MHz (if
Annex G.1 | uses SSB-ASK modulation, the transmit spectrum shall be Interro- certified for operation in North
: centered in the channel during R=>T signaling, and the CW gator Amerlca_)
shall be centered in the channel during Tag backscatter. Power: Maximum Interrogator trans-
mit power, as implemented.
Modulation: SSB
Tari: 25 ys
RTcal: 75 ps
TRcal: 200 ps
PW: As implemented
Modulation depth: As implemented
Risef/fall time: As implemented
Mylt!-channel regulatory environment: Interrogatpr trans-. Interro- | Tested in compliance with 6.3.1.2.11,
Annex G.1 | missions shall satisfy the dense-Interrogator transmit mask in ator | Fiqure 6.7
Figure 6.7 of the Protocol with Tari=25ps. 9 9 ’
Multi-channel regulatory environment: Tag backscatter Interro-
Annex G.1 | shall be 53.3 or 26.7 kbps data on a 213.3 kHz subcarrier ator By design
(M=4 or M=8). g
Interrogator transmissions and Tag responses shall be sepa- Interro-
Annex G.1 | rated spectrally, with Interrogator transmissions centered in ator By design
channels and Tag responses situated at channel boundaries. 9
Annex G.1 The frequency band shall be channelized as in Table 6.10 of | Interro- Tested in compliance with 6.3.1.2.10
the Protocol. gator
Interrogator signaling (both modulated and CW) shall be cen- Interro- By design
Annex G.1 |tered in a channel with frequency accuracy as specified in ator Also tested in compliance with
6.3.1.2.1 of the Protocol. 9 6.3.1.21
If an Interrogator uses SSB modulation, the transmit spec- . . .
trum shall be centered in the channel during R=>T signaling, Interro- UoEise n CERITAIETED Wil Anne.x G.1
Annex G.1 . . for multi-channel regulatory environ-
and the CW shall be centered in the channel during Tag gator
ments
backscatter.
Annex G.1 Interrogator transmissions shall satisfy the dense-Interrogator | Interro- | Tested in compliance with 6.3.1.2.11,
’ transmit mask in Figure 6.7 of the Protocol, with Tari=25us. gator | Figure 6.7
Tag backscatter shall be 64 or 32 kbps data on a 256 kHz Interro- .
AT e subcarrier (M=4 or M=8). gator 5y ekl
If a Tag encounters an error when executing an access com-
mand that reads from or writes to memory, and if the com-
mand is a handle-based command (i.e. Read, Write, Kill, .
Annex 1.1 Lock, BlockWrite, or BlockErase), then the Tag shall back- Tag By design
scatter an error code as shown in Table 1.1 of the Protocol
instead of its normal reply.
If the Tag supports error-specific codes, it shall use the error- .
el specific codes shown in Table |.2 of the Protocol. Ve 4 ekl
If the Tag does not support error-specific codes, it shall back-
Annex .1 scatter error code 00001111> (indicating a non-specific error) Tag By design
as shown in Table 1.2 of the Protocol.
Annex |1 Tags shall backscatter error codes only from the open or Tag By design

secured states.

© 2004, EPCglobal Inc.

Page 38 of 40

1 February 2005




Protocol . Applies -

Subclause Requirement To How Verified
A Tag shall not backscatter an error code if it receives an

Annex .1 invalid access command; instead, it shall ignore the com- Tag By design
mand.
If an error is described by more than one error code, the more

Annex |.1 specific error code shall take precedence and shall be the Tag By design
code that the Tag backscatters.
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7. Revision History

Date & Version .
Number Section(s) Change Approved by
Nov 14, 2004 -
Version 1.0.0 All Original document
Dec .11’ 2004 Multiple  |Modified per the Gen2 conformance V1.0.0 comment resolution.
Version 1.0.1
Jan .26’ 2005 Multiple  |Modified per the Gen2 V1.0.8 errata and AFI enhancement requests.
Version 1.0.2
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